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A (k, n) secret image sharing method shares a protected image in n shared images
and the protected image can be reconstructed by & shared images. This study solves the
secret image sharing problem by a geometry secret sharing strategy named the Blakley
scheme. The protected image is first partitioned into non-overlapping sets of & pixels.
Each set of k pixels forms a point under a k-dimensional space and the set solution to
each generated affine hyperplane, only intersecting at this point stores to the corre-
sponding shared image. The reconstructed image, consistent with the protected image, is
obtained from k shared images. Additionally, an efficient hyperplanes selection strategy
is presented. Experimental results indicate that the proposed approach is efficient for se-
cretly sharing a digital image.

Keywords: visual cryptography, secret sharing, (k, n) threshold, geometry, Blakley’s se-
cret sharing method

1. INTRODUCTION

Digital image can now be reproduced and spread easily. Therefore, preserving im-
portant images secretly is a major issue. Secret image sharing has been recently pre-
sented to solve this problem. Secret image sharing techniques generate several shared
images from the protected image, and the protected image is reconstructed by enough
different shared images.

Secret image sharing approaches can be split into two categories. One class of ap-
proaches piles up the shared images to obtain the reconstructed image. The other class of
schemes mathematically calculates the reconstructed image. This study presents a secret
image sharing approach based on mathematical calculation.

In first group, Naor and Shamir [7] first introduced the secret image sharing prob-
lem, and then presented a piling approach to share binary secret image. Blundo ef al. [2]
extended Naor and Shamir’s technique to gray-level techniques. Lin and Tsai [6] adopted
a dithering technique to convert a gray-level image into an approximate binary image,
then adopted Naor and Shamir’s binary method to share an image secretly. Hou [5] pre-
sented secret image sharing techniques for gray and color images. Viet and Kurosawa
[10] presented an almost-perfect visual cryptography scheme with a reversing technique

Received November 7, 2006; revised March 29 & May 21, 2007; accepted June 27, 2007.
Communicated by Tzong-Chen Wu.

1567


admin
打字機文字
DOI:10.1688/JISE.2008.24.5.18


1568 CHIEN-CHANG CHEN AND WEN-YIN FuU

that allowing each participant to reverse its transparencies. Cimato et al. [4] further im-
proved on Viet and Kurosawa’s method to present a perfect visual cryptography scheme
with reversing technique.

In other group, Thien and Lin [9] employed a mapping key to permute the secret
image, and then applied Shamir’s [8] secret sharing method to generate shared images.
Wu et al. [12] further extended Thien and Lin’s [9] method to embed shared images into
other ordinary images. Chen and Lin [3] developed a progressive secret sharing approach
to improve the quality of the reconstructed image by increasing the number of shared
images. Wang and Su [11] further adopted the Galois field and Huffman code to improve
Thien and Lin’s method in terms of storage and efficiency.

This study presents a new mathematically secret image sharing method. The pro-
posed method generates shared images by the Blakley’s secret sharing method [1]. Blak-
ley’s (k, n) secret sharing method is a geometry-based approach that depicts a point in a
k-dimensional space, and each share represents one hyperplane intersecting at this point.
The proposed secret image sharing method has the following properties:

1. No additional information is required except thresholds (%, n).

2. The protected image can be perfectly reconstructed by gathering any k different shared
images.

3. The protected image cannot be reconstructed when gathering fewer than & shared im-
ages.

4. The generated shared images have the same size as the protected image.

The rest of this paper is organized as follows. Section 2 reviews Blakley’s secret
sharing scheme. Section 3 describes the proposed geometry-based secret image sharing
approach that includes a sharing algorithm and a recovering algorithm. A fast and secure
method to generate shared images is also presented. Section 4 presents some experimen-
tal results of the proposed approach and analyzes its security. Conclusions are finally
drawn in section 5.

2. REVIEW OF BLAKLEY’S SECRET SHARING SCHEME

A secret sharing scheme shares a message among # trustees, of whom any & can re-
cover the secret message. Blakley’s secret sharing method is adopted to share protected
images in the proposed method, and is therefore briefly introduced in this section.

Blakley [1] adopted geometry to solve the secret sharing problem. The secret mes-
sage is a point in a k-dimensional space, and # shares are affine hyperplanes that intersect
at this point. The set solution x = (x, Xy, ..., X;) to an equation a;x; + axx, + ... + ax;, = b
forms an affine hyperplane. The secret, the intersection point, is calculated by finding the
intersection of any & of these planes.

Fig. 1 shows an example of (k, n) Blakley’s scheme with & = 2 as a two-dimen-
sional plane and n = 3 as three shares. The secret is a 2-dimensional point 7, and three
shares (L, L,, L3;) denotes lines with different parameters (a;, a,, b) passing through the
point 7. When gathering any two lines, for instance L; and L,, the secret T can be ac-
quired by finding the point where they intersect.
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Fig. 1. A two-dimensional Blakley’s secret sharing scheme.

3. THE PROPOSED SECRET IMAGE SHARING APPROACH

A secret image sharing approach includes two algorithms, a sharing algorithm to
generate shared images from a protected image, and a recovering algorithm to calculate
the reconstructed image from shared images. Section 3.1 introduces the proposed sharing
algorithm, and section 3.2 introduces the proposed recovering algorithm. Section 3.3
presents a hyperplane selection strategy to acquire secure hyperplanes efficiently.

3.1 The Sharing Algorithm

This section introduces the secret sharing of protected images by Blakley’s secret
sharing scheme. When applying the Blakley’s multi-dimensional scheme to the visual
cryptography problem, two parameters £ and n representing the required shared images
to recover the secret image and the generated shared images, should first be determined.
An image is then partitioned into non-overlapping sets of k pixels, each of which forms a
point under a k-dimensional space. One affine hyperplane passing this point constitutes
part of each generated shared image. Assume that n shared images Si, S5, ..., S, are to be
generated from the protected image S, and that gathering & or more shared images can
recover the protected image S as a (k, n) threshold. The sharing algorithm is depicted in
Fig. 2 and is described below.

Step 1: Select thresholds (%, n).
Step 2: Partition the protected image into non-overlapping sets of & pixels.
Step 3: For each set of £ pixels,
3.1 These k pixels form a k-dimensional point x = (x1, x5, ..., X).
3.2 Randomly select n different solution sets (ay, a, ..., a;, b) such that equation
ax; + axx; + ... + apx, = b is satisfied.
3.3 Adjust each set of parameters (ay, ay, ..., a;, b) to pre-defined bits.
Step 4: Store each set of bits in its shared image.

In the proposed sharing algorithm, the randomly selected equations in step 3.2 must
satisfy one requirement that these equations only intersect at one point. Each set solution
in step 3.2 is then adjusted to pre-defined bits in step 3.3, and stored into one shared im-
age as shown in step 4. The assignment of pre-defined bits determines the size of each
shared image.
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Fig. 2. The proposed sharing algorithm.

The following assignment is adopted to adjust all shared images with the same size
as the protected image. In a (k, n) threshold, each set contains k pixels (bytes). The & pa-
rameters (a;, ay, ..., ;) and one constant parameter b are stored by these & bytes to keep
the image size invariant. Thus, k bytes are employed to store these & + 1 parameters. The
following assignment is adopted to satisfy this requirement. Parameter b is stored by ex-
periments as 6 + 2 x k bits, and each parameter in (@), a, ..., ;1) is stored as L(8 x k- ©
+ 2 x k))/k] bits, and parameter a; is stored as 8 x k — | (8 x k— (6 + 2 x k))/k|x (k— 1) —
(6 + 2 x k) bits. The parameters in step 3.3 are adjusted to satisfy this rule. Representing
parameter b by 6 + 2 x k bits fits the condition of pixels near the boundary in an n-di-
mensional space.

For example, thresholds (%, n) = (2, 3) and (3, 5) were selected in experiments in
this study. In (k, n) = (2, 3), the image pixels are partitioned into sets of 2 pixels. Our
previous description defines 6 +2 x k = 10, (8 x k— (6 + 2 x k))/k]=3 and 8 x k —[ (8 x
k— (6 +2 x k)/k]|x (k—1)— (6 +2 x k) = 3. Three bits are then adopted to represent
parameters a; or a,, and 10 bits are adopted to represent parameter b. A parameter repre-
sented by p bits has a range of — 2" to 2" — 1. However, to maintain security, parame-
ters a; and a, should not be 0, because they could be easily guessed. Therefore, parame-
ters a; and a, are in the range between — 4 and 4, excluding 0. Since parameters a; and a,
can be positive or negative numbers, parameter b has the range 0 and 1023 to eliminate
duplication of the range between — 512 and 511.

In the threshold (&, n) = (3, 5), the image pixels are partitioned into sets of 3 pixels.
Our definition calculates three numbers 6 +2 x k=12, (8 x k— (6 + 2 x k))/k|=4 and 8
xk—[(8xk—(6+2xk)k]|x (k—1)—(6+2 x k)=4. Consequently, 4 bits are adopted
to represent parameters (a;, a,, a3) and 12 bits are adopted to represent parameter b. Thus,
parameters a;, a, and a; are in the range between — 8 and 8, excluding 0. Parameter b is
the range between 0 and 4095.
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Fig. 3. The proposed recovering algorithm.

3.2 The Recovering Algorithm

The recovering algorithm calculates the reconstructed image from k& or more shared
images. The same thresholds (%, n) should be adopted for recovering the reconstructed
image as in the sharing algorithm. Fig. 3 shows the recovering algorithm, which is de-
scribed as follows.

Step 1: Adopt the same thresholds (%, ) and & shared images.

Step 2: Partition each shared image into non-overlapping sets of & pixels.

Step 3: Retrieve k£ + 1 parameters (ay, a, ..., a;, b) from k pixels by the method dis-
cussed in section 3.1.

Step 4: Identify the intersection point of these k& hyperplanes constructed by the pa-
rameters calculated in step 3.

Step 5: Store the coordinate of the intersection point under a k-dimensional space as k
pixels in the reconstructed image.

Step 6: Perform steps 2-5 on all sets to acquire the reconstructed image.

3.3 A Fast and Secure Hyperplanes Selection Strategy

This section describes an efficient parameters selection method for acquiring secure
hyperplanes. Section 3.1 decomposes the secret image into sets of k pixels, where each
acting as a secret point in a k-dimensional space. Each set of n shared hyperplanes in-
tersects at only one k-dimensional point. In contrast, each generated hyperplane passes
many points, but only one is the secret point. Thus, a hyperplane passing more points
in a k-dimensional space is more secure for the adversary to guess the secret point. The
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Fig. 4. (a) Four regions defined in a two-dimensional space; (b) Shifted space.
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Fig. 5. Example of two extreme lines L; and L, passing point p.

proposed method shifts the coordinates of each point to the center. In a two-dimensional
space, each point is shifted by the center (128, 128). Moreover, a three-dimensional
space shifts all points by (128, 128, 128). Fig. 4 (a) shows the original two-dimensional
space and Fig. 4 (b) shows the shifted space, in which (128, 128) is subtracted from each
point. The shifted space is then partitioned to four areas. Hyperplane selection is impor-
tant for points close to the boundary of the space. Fig. 5 shows two extreme selected
lines L, and L, passing the secret point p on a two-dimensional space. Line L, is better
than line L,, since line L; passes many points than line L, does. Namely, selecting line L,
is more secure than selecting line L, Thus, an efficient method to select secure lines is
presented.

The following steps generate one secure line on a shifted two-dimensional space ef-
ficiently.

1. Locate the secret point in shifted space.
2. Randomly choose one point far away from the secret point.
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3. Adjust the slope of a line passing these two points to the parameters nearest to them.
4. Build the line from the slope selected in step 3 and the secret point.

Fig. 6 shows the selection method in step 2, where the gray area denotes the selected
candidates for the point p. For a point in area A, the selected point locates at the bound-
ary of three other areas. The following example illustrates this selection. Assume the
secret point is (252, 252), in which case its shifted coordinates are (124, 124), which are
the shifted coordinates of the center (128, 128). The point p is located in area A. There-
fore, a point in the boundary of areas B, C, and D is randomly selected. If the randomly
selected point is located at (— 124, 30), then the slope of the line passes these two points
as (124 — 30)/(124 — (- 124)) = 94/248. Since parameters a; and a, are assigned in the
range between — 4 and + 4, the nearest slope is 1/3. Consequently, the selected line is
acquired as — x + 3y = 248. In a (2, n) threshold, » lines are randomly selected from the
above selection steps. In particular, the selection slope would prevent the adoption 0 and
co. Additionally, each pair of selected lines should only intersect at the secret point p.

(-128,127) 0,127) 127,127)

(127.0)

(127.-128)

Fig. 6. Selected candidates for the secret point p.

An image may have some areas, in which the gray values are almost the same. Thus,
the hyperplane parameters must prevent the adversary to guess the area by two neighbor-
ing blocks parameters with different parameters. When the difference of shifted coordi-
nates between two neighboring blocks are lower than a pre-determined threshold, the
hyperplane parameters are chosen randomly from the slope used in previous block or
new generated parameters. Consequently, two parallel hyperplanes are existed in
neighboring blocks randomly to let the adversary hard to figure out the area.

Notably, the parameters in a three-dimensional or higher dimensional space can
also be acquired by similar steps. The only difference is the number of selected points. In
a (k, n) threshold, » hyperplanes are created in a k-dimensional space, and k hyperplanes
reconstruct the secret point. However, building a hyperplane in a k-dimensional space
needs k points, thus, one hyperplane can be built by randomly selecting (k — 1) points and
the secret point. Each generated &k hyperplanes must intersect only at the secret point.
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4. EXPERIMENTAL RESULTS AND SECURITY COMPARISONS
4.1 Experimental Results

This section presents the experimental results of the proposed geometry-based se-
cret image sharing method. Two thresholds, (2, 3) and (3, 5) are experimented. Threshold
(2, 3) indicates that 3 shared images are randomly generated, and the reconstructed image
can be calculated by gathering two images. The protected images are JET and LENNA
with size 256 x 256. Fig. 7 shows the experimental results of threshold (2, 3). Fig. 7 (a)
shows the protected image JET, and Fig. 7 (e) depicts the reconstructed image. Both of
these two images are consistent. Figs. 7 (b)-(d) show three randomly generated shared
images.

(d)
Fig. 7. (a) The protected image; (b)-(d) Three shared images; (e) The reconstructed image.

Fig. 8 shows the experimental results of threshold (3, 5). Fig. 8 (a) shows the pro-
tected image, Figs. 8 (b)-(f) show five randomly generated shared images, and Fig. 8 (g)
displays the reconstructed image, which is also consistent with the protected image.

Fig. 9 shows the experimental results of selecting threshold (3, 5) on another image,
LENNA. Fig. 9 (a) shows the protected image, and Fig. 9 (g) denotes the reconstructed
image. Both of these two images are consistent. Figs. 9 (b)-(f) show five randomly gen-
erated shared images.

These experimental results indicate two properties. First, these generated shared
images constitute random noise because of their randomly selected hyperplane parame-
ters. Thus, an adversary cannot figure out content of the protected image from only one
shared image. Second, the proposed approach generates randomly shared images directly.
The proposed approach is thus better than Thien and Lin’s approach, which requires a
permutation key to break the protected image into a noise-like permutated sequence.



A GEOMETRY-BASED SECRET IMAGE SHARING APPROACH 1575

(@) (b) © 7 (d)

© BT (@

Fig. 9. (a) The protected image; (b)-(f) Five shared images; (g) The reconstructed image.

4.2 Security Discussion

Finally, the security of the proposed approach is analyzed. The proposed sharing
algorithm shares the secret image to n shared images, where the reconstructed image can
be calculated by collecting & shared images. An adversary containing one shared image
has parameters for many & dimensional hyperplanes, and each hyperplane contains one
secret point. Thus, the guessing probability for the adversary is the rate of guessing the
correct point.
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Table 1. Guessing probability of an image with size 256 x 256 under different space.

Space Hyperplane passing points Guessing probability
256x256
Two-dimensional > 64 < (L i
64
256>§256
Three-dimensional > 6400 < )
6400

A line in a two-dimensional space passes at least 64 points by parameters restriction

in section 3.1. For an image with size 256 x 256, the probability of guessing the se-
256x256

64

i.e. in three-dimensional space. Thus the probability for guessing the secret image is be-
256%256

cret image is below (L) > One hyperplane passes at least 6,400 points when &k = 3,

1 . .
low (m ’ . Table 1 compares two and three dimensional spaces.

When threshold £ > 2, the attacker guessing probability performs better than Lin

256x256

1 k

251
disadvantages of imperfect reconstruction or irregular sizes of shared images. However,
the proposed method can reconstruct the original image perfectly, and ensures that each
share has the same size as the original image. Moreover, unlike previous method, the
proposed method does not require random permutation.

and Thien’s approach of ( . Moreover, Lin and Thien’s approach has the

5. CONCLUSION

This study presents a geometry-based secret image sharing method. The proposed
method randomly generates all n shared images, and prevents recovery of the recon-
structed image from fewer than & shared images. Additionally, an efficient strategy is
presented to generate shared images fast and securely. The proposed method, unlike pre-
vious methods, does not need an arrangement key, also exhibit better characteristic. Ex-
perimental results and brief comparisons indicate the excellent properties of the proposed
method.
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